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Memory Addresses
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000 000 000
100 000 000
¢00 000 000
€00 000 000
00 000 000

G00 000 000
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Byte Ordering (Endianness)

int x = 0x01234567; // 32-bit num at address 0x100

Big Endian

0x100 0x101 0x102 0x103
01 23 45 o7

Little Endian

0x100 0x101 0x102 0x103
67 45 23 01
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Sample Memory

36 bytes (addresses 0x00 - 0x23)

Byte| 2B | 00 | 00 | 00

0x00 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 0x09 OxO0A 0x0B
Address

11 BA 5E BA 1E AB 1D FO

0x0C 0x0OD OxOE OxOF 0x10 Ox11 0Ox12 0x13 Ox14 O0x15 0x16 0x17

00 00 00 80
0x18 0x19 Ox1A 0x1B Ox1C O0x1D Ox1E Ox1F 0x20 0x21 0x22 0x23
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Sample Memory

0x20

0x1C| 00 00 00 80

0x18
" 0x14 1E AB 1D FO
]
£ oxto| 11 BA 5E BA
T
< 0x0C
0x08
0x04
0x00| 2B 00 00 00
byte offset
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Sample Memory
0x20
80 00 00 00 |Ox1C
0x18
FO 1D AB 1E |Ox14 g
Q
BA 5E BA 11 0x10 P
@
0x0C
0x08
0x04
00 00 00 2B |0x00
byte offset (little endian order)
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Variables as Addresses

. 0x20
1nt X;
: 00 00 00 01 |Ox1C
1int y; X j
0x18
. 0x14
x =1; §
y = Ox30FA2B93; 0x10 5
0x0C &
30 FA 2B 93 |0x08 ]
0x04
0x00
byte offset (little endian order)
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]
Java References

class Blob {
// ... instance variables .

}

public void doStuff() {

new Blob();
new Blob();

Blob bl
Blob b2

Sean Barker
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Java References

class Blob {
// ... instance variables .

}

public void doStuff() {

Blob bl
Blob b2

new Blob();
bl;
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Pointers

address = index of a byte in memory

pointer = piece of data storing an address

T* p; declare a pointer p that will point to
something of type T

&x address of x (get a pointer to x)

*p contents at address given by pointer p
(aka “dereference p” — follow the pointer)
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Pointer Example

int* p; 0x20
00 | 00 | 00 | 68 |OxiC X
int x = §; 0x18
int y = 3; 0x14
00 | 00 | 00 | 1C |Ox10
p = &x; OX0C
00 | 00 | 00 | 09 |Ox08
y =1+ *p; 0x04
0x00
*p = 100;

byte offset (little endian order)
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Pointer Example

void swap(int* pl, int* p2) {
int temp = *pil;
*pl = *p2;
*p2 = temp;

¥

void main() {
int x = 5;
int y = 3;
// x 1s 5, y 1s 3
swap(&x, &y);

// x1s 3, y 1s 5
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int a[5]; 0x20

oxiC a[4]
a[@] = OxFF; 0x18
a[3] = a[@]; 0x14

0x10
a.length; 0x0C a[0]

0x08
a[5] = OxBAD; 0x04
a[-1] = OxBAD; 0x00

byte offset (little endian order)
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int a[5];
0x20
int* p; oxic a[4]
0x18
0x14
0x10
0x0C a[O]
0x08
[ 0x04 p]
0x00

byte offset (little endian order)
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Arrays as Pointers

int a[5];

0x20
int* p; oxic a[4]
0x18
0x14
0x10
0x0C a[O]
0x08

( oo )

0x00

p = &a[0];

0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];

0x20
int* p; oxic a[4]
0x18
0x14
0x10
0x0C a[O]
0x08
[ 00 00 00 0C |0x04 pj
0x00

p = &a[0];

0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];

0x20
int* p; oxic a[4]
0x18
0x14
0x10
0x0C a[O]
0x08
[ 00 00 00 0C |0x04 pj
0x00

p = &a[0];

0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];

0x20
int* p; oxic a[4]
0x18
p =4, Ox14

0x10
0x0C a[O]
0x08
[ 00 00 00 0C |0x04 pj
0x00

0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
int* p; oxic a[4]
0x18
p=4a, Ox14
*p _ QXA; 0x10
0x0C a[O]
0x08
[ 00 00 00 0C |0x04 pj
0x00
0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
int* p; oxic a[4]
0x18
p=4a, Ox14
*p _ QXA; 0x10
00 | 00 | 00 | OA |OxOC a[O]
0x08
[ 00 00 00 0C |0x04 pj
0x00
0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
int* p; oxic a[4]
0x18
p=4a, Ox14
p — OxA; 00 | 00 | 00 | OB (|Ox10
a[1] = @XB 00 00 00 0A |[Ox0C a[O]
0x08
[ 00 00 00 0C |0x04 pj
0x00
0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
int* p; oxic a[4]
0x18
p=4a, Ox14
p — OxA; 00 | 00 | 00 | OB (|Ox10
[ 1 = @XB 00 00 00 0A |[Ox0C a[O]
0x08
[ 00 00 00 0C |0x04 pj
0x00
0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
int* p; oxic a[4]
0x18
p=4a, Ox14
¥p = OxA; 00 | 00 | 00 | OB |[0x10
00 [ 00 [ 00 | oA |oxoc a[0]

*(p + 1) = 0xB;
0x08

K [ 00 00 00 0C |0x04 pj

Pointer 0x00
ArithmetiC' 0x03 0x02 O0x01 O0x00
: byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
. * .
nt* p; oxic a[4]
0x18
p=4a; 0x14
00 00 00 0B |[|0x10
*p - QXA; 00 00 00 0A |[/Ox0C 0
X
*(p + 1) = 0OxB; a[0]
0x08
00 00 00 0C |0x04 j
p=p+3; ( P
0x00
0x03 0x02 O0x01 O0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];

) 0x20

int* p; oxic a[4]
0x18

p=4a; 0x14

o - o BEACEEY
X

*(p + 1) = 0xB; 008 a[o]

p=p+ 3 [oo 00 | 00 | 18 gxgz pj
X

0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
int* p; oxic a[4]
0x18
p=4a, Ox14
¥p = OxA; 00 [ 00 | oo | 0B [ox10
00 [ 00 [ 00 | oA |oxoc a[0]

0x08
00 | 00 | 00 | 18 |ox04 pj
p = all] + 1; 0x00

0x03 0x02 0x01 0x00
byte offset (little endian order)
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Arrays as Pointers

int a[5];
0x20
int* p; oxic a[4]
00 | 00 | 00 | oc [jox1i8
p=4a, Ox14
¥p = OXA; 00 | o0 | oo | oB [lox10
00 | 00 | 00 [ oA [oxoC a[0]

0x08
00 00 00 18 | 0Ox04 pj

p =all] + 1; 0x00

byte offset (little endian order)
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Null-Terminated Strings

null character

Yy

0x43 |0x53 [0x43 |0x49 |0x20 |0x32 |0x33 |0x33 |0x30 |0x00
ICI ISI lCI III 1 1 IZI l3l l3l lol l\ol
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Memory Layout (Segments)

2N_1
“Top" of stack Stack Function context, local variables
(lowest address) HEp \L
o |1 |
% Heap Persistent data structures
o
©
©
< Statics Global variables
Literals String literals
Text Program code (instructions)
0
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Dynamic Memory Allocation

#define ZIP_LENGTH 5

int* zip = malloc(sizeof(int) * ZIP_LENGTH) ;

if (zip == NULL) ({
perror (“malloc failed”);
exit (0) ; )
} z1lp 0x7fedd2400dc0 | 0x7fff58bdd938
zip[0] = O; 1_| ox7fedd2400ddo
zip[1l] = 4; 1 | Ox7fedd2400dcc
zip[2] = O; 0 | Ox7fedd2400dc8
zip[3] = 1: 4_| Ox7fedd2400dc4
zig[ 4] = 1,- 0 | 0x7fedd2400dc0

printf (“zip is”);
for (int i = 0; i < ZIP_LENGTH; i++) {
printf (Y %d”, zip[i])

}

printf (“\n”) ; 0o [ a [ o [ 1 T 1 1]
1 1 1 1 1 1

free (zip) ; i *0 +4 e oo ™
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Pointers to Pointers to ...

#define NUM ZIPS 3 allocating pointers!

int** zips = malloc(sizeof (int*) * NUM ZIPS) ;

int* zip = malloc(sizeof(int) * ZIP_ LENGTH) ;
zips[0] = zip;

int* first zip = zips[0];
first zip[0] = 0;

zips[0] [1] = 4;
zips[0][2] = O;
first zip[3] =
zips[0] [4] = 1;

sips [l

[« | 222 | 2?22 |

1;

lolalolal1]
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Memory Errors

OKAY, HUMAN. YOU KNOW WHEN YOORE | AND SUDDENLY You | WELL, THATS WHAT A
HOM? S FALLING ASLEER AND | MISSTEP, STUMBLE, | SEGFAULT FEELS LIKE.
1UR: YOU IMAGINE YOURSELF | AND JOLT AWAKE? 3

BEFORE. YOU WALKING OR YERH! DOUBLE - CHECK YOUR
T (orPILE, W SOMETHING, L DA POINTERS, OKAY?
ﬁ LISTEN Up. ﬂ 2
] S-Sl

(credit: xkcd.com)
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