Code Injection Attacks

Stack after call to gets ()
3
void P(){ P stack frame
Q) return >
... <«— address
} A ( B <
int () { data written < pad
char buf[64]; by gets ()
ets (buf) ;
?_ ) exploit > 0 stack frame
return ...; B —< code
}
J
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Return-Oriented Programming
Stack
/) Gadgetncode |e3
o
° — Gadget 2 code |e3
$rsp = o
\ Gadget 1 code |e3
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Finding Gadgets: Function Ends

long ab_plus_c(long a, long b, long c) {
return a * b + c;

}

00000000004004d0 <ab_plus_c>:
4004d0: 48 0f af fe imul %rsi,%rdi
4004d4: | 48 8d 04 17 | lea (%rdi,%rdx,1l) ,h%rax
4004d8: | c3 retqg

rax € rdi + rdx
Gadget address = 0x4004d4
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Finding Gadgets: Repurposing Bytes

void setval (unsigned *p) ({
*p = 3347663060u;
}

/ Encodesmovqg %rax, %rdi

<setval>: ‘t
4004d9: c7 07 d4| 48 89 c7| movl $0xc78948d4, (%rdi)
4004df: H retq

\ rdi € rax

Gadget address = 0x4004dc
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e Disks
e Hard disk (HDD)
e Solid state drive (SSD)

e Random Access Memory
e Dynamic RAM (DRAM)
 Static RAM (SRAM)

e Registers
e %rax, %rbx, ...
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The CPU-Memory Gap
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Smaller, faster, more expensive
Cache I 4 ” 9 II 10 ” 3 I memory caches a subset of
the blocks
Data is copied in block-sized
transfer units
Larger, slower, cheaper memory
Memory | 0 II 1 II 2 ” 3 | viewed as partitioned into “blocks”
La Il s |l 6 J[ 7|
L s I[ 9 || 20 J[ 11 |
[ 12 || 13 || 14 |[ 15 |
000000000006 O0COCOGEOGOOGO
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Cache Hit
Request: 14
Cache |[_8 |[ 9 ][ 1a ][ 3 |
Memory Lo JlL a2 [ 2 | 3 |
La |l s |l 6 |[ 7 |
L 8 | 9 J[ 20 J[ 11 |
[ 12 || 13 || 14 || 15 |
0 00000000 06OCOGCOSGEOSGEOSEOSNOS
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Request: 12

Cache || 8 | 22 || 14 || 3 |

Request: 12

Memory | o |1 J[ 2 [ 3 |
La s |l e |l 7|
L 8 JL o JlL1o || 11|
[ 22 || 13 || 14 || 15 |
ceccccccccccssssss
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m Temporal locality:

C

m Spatial locality:
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Locality Example (1)

sum = 0

for (1 O0; 1 < n; i++)
sum += a[i];

return sum;

" N
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Locality Example (2)

int sum_array rows(int a[M] [N]) {
int i, j, sum = 0;

for (1 = 0; i < M; i++)
for (j = 0; j < N; j++)
sum += a[i] [j];
return sum;
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Locality Example (3)

int sum array cols(int a[M][N]) {
int i, j, sum = 0;

for (j = 0; j < N; j++)
for (1 = 0; i < M; i++)
sum += a[i] []J];
return sum;
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The Memory Hierarchy

A T

Smaller O'_"' 1 cycle to access
Faster cpy | Chip

: Storage

. nstrs

Costlier '
per byte |4 can| L1, L2

irect

Y Cache(s) ~10’s of cycles to access
access (SRAM)
e ~100 cycles to access
v (DRAM)
Larger ----
Slower / Flash SSD / Local network \
~100 M les t
Cheaper Local secondary storage (disk) \ cycles To access
per byte
slower
Remote secondary storage than local
v (tapes, Web servers / Internet) disk to access
Bowdoin Sean Barker 14




