
  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-------  18 jeffrey jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-------  18 jeffrey jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-------  18 root    jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-------  18 root    jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg ❌



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 root    jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 root    jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 root    student    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 root    student    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 root    root       4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 root    root       4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg ❌



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw-rw-  18 root    root       4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw-rw-  18 root    root       4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 jeffrey jeffrey    4096 Aug 21  2024  exploit

$ cat exploit



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw----  18 jeffrey jeffrey    4096 Aug 21  2024  exploit

$ cat exploit ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw-rw-  18 jeffrey jeffrey    4096 Aug 21  2024  exploit

$ ./exploit



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

-rw-rw-rw-  18 jeffrey jeffrey    4096 Aug 21  2024  exploit

$ ./exploit ❌



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

d--x------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

d--x------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages ❌



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

dr-x------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

dr-x------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

dr--------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

dr--------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

dr--------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages

-r--------  18 jeffrey jeffrey    4096 Aug 21  2024  barf

$ cat moreimages/barf



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

dr--------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages

-r--------  18 jeffrey jeffrey    4096 Aug 21  2024  barf

$ cat moreimages/barf ❌



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

d--x------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages/barf

-r--------  18 jeffrey jeffrey    4096 Aug 21  2024  barf

$ cat moreimages/barf



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

d--x------  18 jeffrey jeffrey    4096 Aug 21  2024  moreimages

$ ls -l moreimages/barf

-r--------  18 jeffrey jeffrey    4096 Aug 21  2024  barf

$ cat moreimages/barf ✅



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

----rwxrwx  18 jeffrey jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg



  

Can I do it?
$ whoami

jeffrey

$ groups

jeffrey student

$ ls -l

----rwxrwx  18 jeffrey jeffrey    4096 Aug 21  2024  kitten.jpeg

$ cat kitten.jpeg  !?!?❌


